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What's Cybersecurity and Why it's important

Introduction

Cybersecurity is the practice of protecting
inter-connected systems from cyber attacks.

It is critical for protecting sensitive information,
preventing financial losses, maintaining reputation, and
complying with regulations.
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Confidentiality (4 ,.J)

Protecting information from it is unauthorized access.
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Integrity (i5..J))

Protecting the data from unauthorized modifications or
deletions.
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Availability ( 34d1)

Ensuring that data and systems are accessible to
authorized users when needed.
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Why Cybersecurity Matters?

« Due to the extensive use of Digital Technology in daily operations,

» Cybercriminals are encouraged to target crucial information and
infrastructures.

« Cybercrime is increasing rapidly.
» Worldwide cybercrime costs are estimated to hit $10.5 trillion annually by

2025, emphasizing the need for enhanced cybersecurity measures (Statista).

- Impacts businesses, individuals, and governments

« Data breaches cost billions annually
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https://www.statista.com/forecasts/1280009/cost-cybercrime-worldwide

Estimated cost of cybercrime worldwide (in tritlion U.S. doliars)
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Cybercrime Statistics 2024

$1.5 Trillion

Amount earned by cybercriminals
[ - for cybercrime activities yearly.

= (S $5.09 Million

80% 2.7 billion hours

, ! Is the highest cost of a
u " of cybercrimes are Total time spent resolving  yat2 breach in U.S.A. in
@ u phishing attacks inthe  cybercrimes; average of : 2023 -

LTl technology sector. ; ilv.
$30 billion &Y 6.7 hours daily

Cost of Crypto-crime e T is the estimated annual cost of
annually by 2025. $265 Billion ransomware to victims by 2031.

Source: https://www.getastra.com/blog/security-audit/cyber-crime-statistics/ EG ‘ C E RT
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World Cyber Crime Index — Ranking Countries

Ranking Country Ranking Country

1 Russia 11 Iran

Ukraine 12 Belarus

China 13 Ghana
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United States 14 South Africa

s

15 Moldova

Romania 16 Israel

North Korea 17 Poland

United Kingdom 18 Germany

p
3
4
5 Nigeria
6
7
8
9

Brazil 19 Netherlands
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India 20 Latvia

Source: https://www.ox.ac.uk/news/2024-04-10-world-first-cybercrime-index-ranks- |
countries-cybercrime-threat-level EG C E RT



https://www.ox.ac.uk/news/2024-04-10-world-first-cybercrime-index-ranks-countries-cybercrime-threat-level
https://www.ox.ac.uk/news/2024-04-10-world-first-cybercrime-index-ranks-countries-cybercrime-threat-level

Average Cyber Attacks per Organization

Avg. Weekly Cyber Attacks per Organization
(by Sector Q2 '24 vs. Q2 '23)

Source: https://www.ox.ac.uk/news/2024-04-10-world-first-cybercrime-index-ranks- ‘
countries-cybercrime-threat-level EG C E RT
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Regional Analysis of Overall Attacks

Weekly Attacks Per-Organization
(By Global Region)
Avg weekly
Region attacks per org YoY Change
/’ B Latin America m
M North America +2%

Africa has the highest cybercrime
rate against businesses worldwide.

Source: https://www.stationx.net/cybercrime-statistics/ EG ‘ C E RT
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Cyber Threats

v Are Malicious attacks that
damage and steal data
which in turn affects the

digital life.

EGICERT



Cyber Threats

v Cyber threats are constantly evolving due to technological
advancements, sophisticated attack techniques, and the
increasing discovery of new security vulnerabilities.

v Cyber attackers have become more professional, utilizing
advanced tactics, techniques, and procedures to exploit
weaknesses in systems and networks.
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Sources of Cyber Threats
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Common Cyber Threats

v’ Phishing Attacks (LY dadl Class )

v' Social Engineering Attacks (isluV! dn bl lasen)
v' DoS and DDoS Attacks (i3 s lams)

v' Ransomware (4 =)

v' Information Stealers (Lshall L)

v’ Insider Threats (iJs1l wlaagdl)

v' Password Attacks (5, ©ldS” lexn)
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Common Cyber Threats

v' Phishing Attacks (ég»-‘ﬁ‘ Al Sl )

iIs @ scam where attackers trick people into revealing sensitive
information through fake emails or websites.
s 2l e 1aad Alaa V) VLAY () sealgall L anding Ay 5 SSIY) Cilaagll (o g 5 (oo
Ad )l gl el S ol peatiidl slanl Jie ¢ dulia Cla gl o CaiST Gl gl
ISy e s " i) apaill” mlhias s AV dpaddll Jualill ) olaiy) clita,
Llacall Cia dal e Laab g saaleal) AL Gua ¢ "land) 2"
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Common Cyber Threats

v’ Social Engineering Attack (sl dwdidl Olosa)

manipulates people into revealing sensitive information or

performing actions that compromise security.
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Common Cyber Threats

v DoS and DDoS Attacks (dedd- [loai Cilooma)

DoS overloads a system to disrupt a service,

and DDoS uses multiple sources to achieve the same goal.

&Y slaa (DDOS) 4e ) sall daaall Jaaxti Cilaaa g (D0S) deaall Jalart lasa 2
Jra Chagy i) aBge o daadl) o Cudal) 4031 adall ooV Judaadl 5 la
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Common Cyber Threats

v Ransomware (4! mely)

Is a type of malware that encrypts a victim’s data and demands

payment for its decryption.
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Common Cyber Threats

v’ Information Stealers (<loglall )u)

are malware designed to secretly collect and steal sensitive data like

passwords, banking details, and personal information.
t_\\.AjL.AM \J;_\.u\j cc_u.u\aj‘ MLJ\ Q‘MM\ DJLAAM Cue\).\j\uaé\_\ﬂu_%
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Common Cyber Threats

v Insider Threats (&1 Olddgd))

are security risks posed by individuals within an organization

who misuse their access to harm systems or data.
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Common Cyber Threats

v Password Attacks (9, <llS Olema)

are attempts to gain unauthorized access by cracking or
stealing passwords.
Cpeddivall Olls I 40 7 peaddl e J pa sl a0diud QLS &5 el 4alS Cilesa
saaa addiun el AWlS el 8 il Llas gl Carall Lalas Dlriu) DA e
Slleall 3 80 Caag dla jalad o gl GldS ) Ay daline cullad e yayl

brute force lasa (e xilill & V) Gary Aubuall Gl gleall I J s sl
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The Role of Al in
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Offensive Al

R ) &
Malware 1y

creation Smart botnets Spear phishing Deenfakes
Speed up creation Self learning botnets Smarter ?003'
Enhance evasive Smarter zombies ERQMECERNG
capabilities More convincing scams
Y
v; =
x Conditional discover and .
. e poison ML to produce
Class_lfy VIGHImS attacks false, and controlled,
Optimize return on Cyberattacks using Fakijits
investment of attacks Blockchain based Poison datasets

smart contracts EG | C E RT



Example: Using ChatGPT to Design Phishing E-mails

Dear [Employee Name],
Th IS IS a phISh I ng E'ma II I hope this email finds you in good health and high spirits. | am writing to you today with a
tem plate desig ned by surprise that | believe will lift your spirits even higher.

ChatG PT As you may be aware, our company has been experiencing financial success of late. | am
L]

pleased to announce that this success has allowed us to grant our hard-working employees

a pay raise. You, [Employee Name], are one of those employees.

> It attem pts to entlce Attached to this email, you will find a document detailing the specifics of your raise. Please
the recei pt to Open review it at your earliest convenience and do not hesitate to reach out to me with any
questions.
the attachment.

Your hard work and dedication to our company have not gone unnoticed, and | am thrilled

to be able to recognize your contributions in this way.
Once again, congratulations on your pay raise. Keep up the great work.
Best regards,

[Your Name]

EG/CERT




Example: Using ChatGPT to Design Phishing E-mails

This is a phishing e-mail
template designed by
ChatGPT.

» It attempts to entice
the receipt to do wire
transfer payment.

Subject: Urgent: Wire Transfer Request for [Supplier Name]
Hey [Employeel,

| need your help with a matter that's incredibly urgent. [Supplier Name], one of our most
important suppliers, is experiencing some financial issues and needs a wire transfer as soon as
possible. Time is running out, and | know you're swamped with work, but | need you to

prioritize this task.

[Supplier Name] has a separate account for these kinds of emergency payments, which allows
for fast and free transfers. I've just spoken to their CEO, who is a long-time friend of mine and
has assured me that our prompt payment could make all the difference for them. We cannot
afford to delay this transfer any further. It's not just about maintaining our business

relationship with [Supplier Name], but also about helping them out during a tough time.

I'm asking you to complete the wire transfer process as soon as possible. It's essential that

[Supplier Name] receives this payment within the next 24 hours.

Thank you for your attention to this matter. If you have any questions or need any further

information, please let me know.
Best regards,

[Your Name]

EGICERT



Example: Using ChatGPT to Design Phishing E-mai

This is a phishing e-mail
template designed by
ChatGPT.

» It attempts to entice
the receipt to reset

bank account password.

=

Subject: Urgent: Reset Your [Insert Bank Name] Account Password Immediately
Dear [Recipientl.

We hope this message finds you well. We are writing to you with an important message
regarding your bank account. Our security system has recently detected suspicious login
activity on your account, indicating that someone else may be attempting to gain unauthorized

access.

As a valued customer of [Insert Bank Namel, we take the security of your account very
seriously. and we want to do everything in our power to protect your account from fraudulent
activity. That's why we urgently advise you to reset your bank account password as soon as

possible.

We understand that this may come as a surprise. but please know that we have taken every
measure to ensure the safety and security of your account. It's important that you take
immediate action to prevent any unauthorized access and keep your funds safe. By resetting
your password, you can regain control of your account and protect it from any potential

fraudulent activity.
Please click on the following link to reset your password:
finsert link here]l

Please note that this is a secure link that will take you directly to the password reset page. We
recommend choosing a strong. unique password that you have not used before, and avoiding

sharing it with anyone.

If you have any concerns or questions about this message. please do not hesitate to contact
our customer support team. We are available 24/7 to help you protect your account and

answer any questions you may have.

Your security is our top priority. We thank you for your prompt attention to this matter and for

your continued trust in [Insert Bank Namel.
Sincerely.

[Your Name]

finsert Bank Name] Security Team

EG/ICERT
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Cyber Risks & Potential Consequences
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Security Breaches: Examples

o Ukraine’s Power Grid (2016): A cyber attack on a Ukrainian power facility
left 700,000 people without electricity.

« Ransomware attack on Ukraine's legal system (2017), The attack affected
government agencies and major corporations, encrypting files and disrupting
legal and financial operations.

 Russia—Ukrainian War  (2024): Russian  Agents Hack  Webcams
to Spy and Guide Missile Attacks on Kyiv, Ukraine.

 DDoS attack on the European Court of Human Rights (ECHR) (2021): The
attack disrupted the court's website, preventing access to its decisions and

EGICERT
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Security Breaches: Examples

e SolarWinds Supply Chain Attack (2020): Hackers compromised SolarWinds’
Orion software, enabling them to infiltrate thousands of organizations, including
U.S. Department of Justice, U.S. government agencies. Sensitive data was leaked,
and the attack remained undetected for months.

 Colonial Pipeline Ransomware Attack (2021): a critical U.S. energy
infrastructure, was hit by the DarkSide ransomware group, causing fuel shortages
across the East Coast. The company paid a $4.4 million ransom, and the attack
highlighted vulnerabilities in critical infrastructure.

« DDoS attack on Brazilian Superior Electoral Court (TSE) (2020): Personal
information of court employees and internal documents were leaked. The attack
which disrupted its website and affected access to election information.
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Security Breaches: Examples

« WannaCry Ransomware (2017): Exploited Windows vulnerability, aftecting
over 200,000 computers in 150 countries, including healthcare systems. Critical
services were disrupted, and ransom payments were demanded in Bitcoin

» MediSecure Ransomware Attack (2024): Australian medical prescriptions
provider MediSecure suftered a ransomware attack, exposing the health data of 12.9
million individuals. Sensitive prescription details were leaked, raising concerns
about patient privacy.

« Mirai Botnet (2016): Exploited IoT devices for large-scale DDoS attacks,

disrupting internet services globally. It is utilized and aftfected websites like Twitter
and Netflix.
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Security Breaches: Examples

KRACK Wi-Fi Vulnerability (2017): Targeted WPA2 protocol, exposing [oT
devices connected to Wi-Fi networks to potential data breaches.

Target’s credit card breach (2013): Hackers successfully breached Target’s
network and stole credit card information from millions of transactions.

Stuxnet Attack (2010): Targeted a uranium enrichment plant in Iran. It spread via
infected USB drives and exploited zero-day vulnerabilities

Hackable Cardiac Devices: Vulnerabilities in implantable cardiac devices were
exploited. These flaws allowed remote control of pacemakers and defibrillators.

EGICERT



Security Breaches: Examples

 Unsecured Baby Monitors: Faulty or malicious software in baby monitors
allowed unauthorized access.

 Ring Home owned by Amazon — Security Camera Breach: Hacked doorbell
cameras due to weak credentials.

There is a need for managing

Risks & Strengthening Digital Defenses

EGICERT
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. SOC, IDS/IPS
Malware detection ! /
Multi layer, multi ML engine & HoneYPOts
defense Self learning ML and
DL

X &

Vulnerability Managment Data Classification

Identify and prioritize Track data to identify,
remediation classify and protect

&3

Antispam

o

Threat Intelligence

Categorize behavior for Tl
ML to monitor Dark Web
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Therefore, to Strengthen Cybersecurity Defenses

Strong Passwords: FirewaLL PROTECTION

Enhance Authentication Block Intrusions
RecuLAr UPDATES: 3 e Data EncRYPTION
Patch Vulnerabilities 3 Safeguard Information
. ]O Ways
MuLri-FACTOR AUTHENTICATION . y INCIDENT RESPONSE
. to Strengthen
Add Layers . Swift Action
. CYBERSECURITY =
EmpLOYEE TRAINING Derenses SecuriTYy AupITs
Boost Awareness 3 Assess Weaknesses

Secure NETWORKS Backup SoLuTIONS

Ensure Resilience

Isolate Traffic
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Conclusion

- Cybersecurity is critical in today’s world
~ Organizations & individuals must take proactive steps

- Stay informed & stay protected
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Thank You
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