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About Me

Mohannad Raafat
Malware Researcher

• Worked as a malware researcher in Threat Analysis Department 

at EG|CERT for over 3 years.

• Investigated and resolved cybersecurity incidents affecting 

government entities.

• Worked in increasing the detection rate of the National Sandbox 

and Anti-malware.
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Understanding Network Security

1



Agenda

▪ Introduction

▪ Network Security Products

▪ Securing Networks Tips
▫ General Tips
▫ Securing Wi-Fi Tips

▪ Quiz

▪ BREAK

4



5

Introduction
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What is A Computer Network?
• A computer network is a set of endpoints sharing resources located on or provided by network nodes 

Through Communication protocols such as (HTTP, FTP, etc.)
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What is Network Security?
• Network security refers to the practices, policies, and technologies used to protect a network from 

unauthorized access, cyber threats, and data breaches.

• It ensures the Confidentiality, Integrity, and Availability of data being transmitted across networks.
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Common Types of Network Threats

Malware Attacks
Malicious software files 
published through 
internet such as 
Ransomware, Infostealer, 
worms perform malicious 
activities.

Phishing Attacks

Fake communications 
that can trick users 
to reveal sensitive 
information or even 
infect their machines. 

DDoS Attacks

Flood of dummy 
requests sent to the 
endpoint to render 
services unavailable.
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Impact of Network Threats

Financial Losses
Direct costs of 
cyberattacks, including 
ransom payments, recovery 
costs, and lost revenue.​

Reputation Damage
Loss of customer trust 
and brand value 
following a breach.​

Operational Disruption

Flood of dummy 
requests sent to the 
endpoint to render 
services unavailable.
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How to Protect?

To prevent these threats, we can use:
• Firewalls
• VPNs (Virtual Private Networks)
• Antivirus Software
• Sandbox
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Network Security Products
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Firewalls:
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Definition:

• A network device or software that is used to block certain types of network traffic.

• It acts as a barrier between a trusted network (e.g., home/office network) and an untrusted network 
(e.g., the internet).
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Common Firewalls Types:

• Packet Filtering (Stateless) Firewalls

• Stateful Inspection Firewall
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Packet Filtering Firewalls (Stateless):

• It basically examines individual packets based on predefined rules.
• It only evaluates packets based on headers (IP, port, protocol) not the context of network request.

Pros:
• Fast and lightweight.
• Low resource consumption.
• Easy to configure with ACLs (Access Control Lists).

Cons:
• Does not track connection states, making it vulnerable to spoofing attacks.
• Cannot differentiate between legitimate return traffic and malicious traffic.
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Packet Filtering Firewalls (Stateless):
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Stateful Inspection Firewall:
• It uses also ACLs to tracks active connections, but it maintains them using a state table to monitor traffic 

flow.
• It verifies that packets belong to an established session before allowing them through.

Pros:
• More secure than simple packet filtering.
• Can detect unauthorized packets that do not match an active connection.
• Reduces risk of certain attacks (e.g., IP spoofing).

Cons:
• Higher resource consumption than packet filtering firewalls.

• Susceptible to DDoS attacks if state tables are flooded.
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Stateful Inspection Firewall:
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VPNs (Virtual Private Network):
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Traditional Connectivity:
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• A Virtual Private Network (VPN) encrypts internet traffic, hiding a user's IP address and securing data 
transmissions.

How Does a VPN Work? 
• Encrypts internet traffic and routes it through a secure server. 
• Prevents third parties (e.g., hackers, ISPs, government agencies) from intercepting data. 
• Ensures online privacy and protects users from cyber threats.

Definition: 
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Common Types of VPNs

Type Description Common Use Case

Remote Access VPN
Secures internet connections for 
remote workers

Work-from-home 
employees

Site-to-Site VPN
Connects multiple business 
locations securely

Large corporations
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Remote Access VPN:
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Site-To-Site VPN:
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Anti-Virus:
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• It is a security program designed to detect, prevent, and remove malicious software (malware) from 
computers, networks, and other digital devices.

Why is Antivirus Important? 
• Prevents virus infections that can corrupt files. 
• May Detect and remove ransomware before it encrypts data. 
• Blocks spyware that secretly monitors user activity. Protects sensitive data, passwords, and financial 

information.

Definition: 
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Anti-Virus Engines:

Engine Description

Static 
(Signature-Based)

Comparing files to Static Rules (YARA) or a database of known 
malware signatures such as File’s hash.

Heuristic Analysis
(Behavioral Analysis)

Identifies suspicious behavior in files and programs to detect 
variants of known malware even if the exact signature isn’t 
available.

AI Models Trained models to detect behavior anomalies.
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Sandbox:
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• A sandbox is a software or platform designed to serve as a controlled environment (VM) for 
executing potentially malicious files. 

• It allows for secure testing and provides users with a detailed analysis report on the file's 
behavior and potential threats.

Definition: 
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Monitoring:

Transfers and Executes

Sandbox File Types
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Collecting:

Sends Results

Analysis Results

Sandbox
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Processing:

Processing Modules

Sends Results

Sandbox
Detection Rules

Sends Artifacts
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Reporting:

Report

Renders Report

User
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Network Security Tips
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Strengthen Your Passwords
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Use Different Password
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Avoid Public Networks
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Backup Important Data
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Securing Wi-Fi Tips
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De-authentication Attack
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Why I was able to perform 

this attack ?
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Wi-Fi Frames:

• Management Frames (Not encrypted)

o Establish and maintain connections

• Control Frames

o Assist in data transmission and coordination

• Data Frames

o Carry actual user data over the network
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Securing Wi-Fi:
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• Use Strong Encryption
Enable WPA3 or WPA2 encryption for your Wi-Fi network.

• Set a Strong Password
Use a complex, unique password for your Wi-Fi network to prevent unauthorized access.

• Disable WPS (Wi-Fi Protected Setup)
Turn off WPS to reduce the risk of brute force attacks.

• Hide SSID (Network Name)
Disable SSID broadcast to make your network less visible to unauthorized users.

Wi-fi Security:
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Quiz



BREAK
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Hands-On Activity: Recognizing Phishing 

2
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True Story
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HR



55



56



57

Rejected
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END
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Introduction
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Human is The Weakest Link



67

What is Phishing?

• Phishing is a type of cyberattack where attackers trick individuals into revealing sensitive 

information such as login credentials, financial details, or personal information. 
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Exploits Human Psychology 

(Curiosity, Fear, Urgency).
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Requires Minimal Efforts
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Bypasses Any Security Solutions
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Consequences

Malware Attacks Identity Theft Financial Losses
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• A Remote Access Trojan (RAT) is a type of malware that allows a hacker to gain unauthorized 
remote control over a victim's computer.

RATs: 
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• An Infostealer is a type of malware designed to steal sensitive information from an infected 
system and send it to an attacker.

Infostealer: 
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Keylogging
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Data Theft
Browsers

Credit Cards

Sessions

Cryptocurrency Wallets
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Malware Infection
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Leaks Statistics

In the first two quarters of 2024, over 3,000 accounts from different Egyptian sectors have been leaked.
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Common Types of Phishing
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Traditional Phishing
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MS Documents
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Zero-Click

• A zero-click attack takes advantage of vulnerabilities in software to carry out an attack 
without user interaction.

• Smartphones are the most common and widely-known target of zero-click attacks including 
SMS, social media apps. 
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Attacker

WhatsApp

Sends to WhatsApp 
Group

Sends

Malicious PDF Paragon Spyware

Executes
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How To Protect?!
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Think
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Verify
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MFA
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Updates



Q&A
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Quiz



Thanks
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